dopManbHasg cneundukaums n BepuduKaums
Nporpamm.

Jlekuunsa 7.

Cneuundunkaums noboyHoro apdeKkTa nporpamMmm
(heap manipulations specification)

A.K.lleTpeHko, A.B.Xopowwnnos,
E.B.KOpHbIXWH

MI'Y BMK, UCI1T PAH
http://sp.cmc.msu.ru/courses/fmsp

OceHb, 2012



i YkazaTtenu B a3bike Cu

= char *strcpy(char *dest, const char
*src)
{
char *d = dest;
while ( *d++ = *src++ ) ;
return dest;

b

BMK MI'Y. 2
CeHTa6pb-aekabpb 2012



i CcbINIKM B g3blKe Java

= void execute(File f) throws Exception

{

Parser parser = new Parser(f);

Tree tree = parser.parse();

if (tree '= null) {
tree.interpret();

y

b

BMK MI'Y. 3
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[lecbekTbl N3-3a HEKOPPEKTHOW
PaboTbl C AMHAMUNY-UN NAMSATbBIO

= (NepeyuncnunTb)

BMK MI'Y. 4
CeHTa6pb-aekabpb 2012



[lecbekTbl N3-3a HEKOPPEKTHOW
PaboTbl C AMHAMUNY-UN NAMSATbBIO

= null dereference

= read from/write to unallocated memory
= double free

= memory leak

= thread-unsafety

= functional incorrectness

BMK MI'Y. 5
CeHTa6pb-aekabpb 2012



i POyHKUNOHANbHblEe AedeKThbl

= HapyleHne NMHBApMAHTOB KJlacca
(HeBepHas AMHaMU4yeckas CTpyKTypa
NaHHbIX)

= 3aMnCb B HEPA3pELLUEeHHYI0 NaMATb
= Write X, ready; ... *p=10; > y=10"!

= BbI30B DYHKLUMN B HEpPA3PELLEHHOM
OKPY>XeHUU

BMK MI'Y. 6
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Moaenb NaMsaTH

= 4acTb ceMaHTukun Al (kak nporpaMmma BUAUT
NaMaATb, YTO MOXET AenaThb)

= KAQKOBa MoAesnb NaMaTv Java? KakoBa Modesb
NnaMaTn a3bika Cn?

Xavier Leroy and Sandrine Blazy, Formal verification of a C-like memory
model and its uses for verifying program transformations, 2007

Sascha Bohme and Michat Moskal, Heaps and Data Structures: A
Challenge for Automated Provers, 2011

BMK MI'Y. 7
CeHTa6pb-aekabpb 2012



i Bo3Bpallasach K Dafny

= MoZesnb NaMAaTU — OTAeNbHble 06BEKTDI
= modifies clause

= reads clause
= Old

K. Rustan M. Leino: Dafny: An Automatic Program Verifier for Functional
Correctness, 2010

BMK MI'Y. 8
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i Demo

= OQHOHaNpaBAeHHbIN CMNCOK
= http://rise4fun.com/Dafny/vp2N

= Kakue BCTpeTunucb npobnemsl ?

BMK MI'Y.
CeHTa6pb-aekabpb 2012



i BO3HUKLLUME TPYAHOCTHU

= MOXET /in contains 3aumMKInBaTbCa ?
s dAUMKITMYHOCTb CITMNCKa

= KaK CPOpMYyINpoBaThb MNOCTYC/10BUAS
MEeToa0B ?
s BCE 3HAYEHUA, XpaHUMbIE B CINUCKE

BMK MI'Y. 10
CeHTa6pb-aekabpb 2012



i Ewe npumep

= class List = static void test()
{ {
List A =
public List() { ... } new List();
List B =
public int len() {...} new List();
} assert A.len()
fail! = } '

BMK MI'Y. 1 1
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Cneymdukayms noboyHoOro
i 3ddeKkTa noanporpamm (heap)

= TOMOJIOrUSA CTPYKTYPbl AAHHbIX B heap
= NMPUMEP: aUMKIINYHOCTb

= HeMmoaudpuumpyemas obnactb heap

= MIPUMEpP: BCSA NaMATb BHE TOr0, YTO BXOAUT
B 1AaHHbIN CMMUCOK

= OrpaHMYEHns Ha pe3ynbTaTbl paboThbl
noAnporpaMmbi

= MPUMEP: B CNNCOK A0OaBNSAETCS SNEMEHT

BMK MI'Y. 1 2
CeHTa6pb-aekabpb 2012



i PeweHune: noaxoabl

= explicit footprints
= implicit footprints
= predefined topologies

John Hatcliff, Gary T. Leavens, K. Rustan M. Leino, Peter Miller, Matthew
J. Parkinson: Behavioral interface specification languages. ACM
Comput. Surv. 44(3): 16 (2012)

BMK MI'Y. 1 3
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i Explicit footprint (dynamic frame)

= MHOXECTBO 0OBbEKTOB, pa3peLleHHbIX
ans moandukauum (ocTtanbHble
MOANDULIMPOBATbL Heslb34)

= PperMbl HE NepeceKkaroTcs =» BbI30BbI
METOA0B Ha HUX HE3ABMCUMbI

Ioannis T. Kassios. Dynamic Frames and Automated Verification.
Tutorial presented at the 2nd COST Action IC0701 Training
School in Limerick, Ireland, 2011

BMK MTI'Y. 14
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CkeneT Knacca C AMHAMNYEeCKUM
i cdpenmMomM (1)

= class List<T> { ...
ghost var footprint : set<List<T>>;

method add(x : T)
modifies footprint;

function contains(x: T) : bool
reads footprint;
’

BMK MI'Y. 1 5
CeHTa6pb-aekabpb 2012



i Swinging Pivots

= method test(A : List, B : List)
requires A.footprint !! B.footprint;
requires B.len() == 1; {
A.add(10);
assert B.len() == 1; ok
A.add(10);
assert B.len() == 1; fail

b

BMK MI'Y. 1 6
CeHTa6pb-aekabpb 2012



i Swinging Pivots Restriction

= The value of any dynamic frame may be
increased only by locations that are initially in
some other dynamic frame or by newly
allocated locations.

= class List<T> { ...
method add(x : T)
modifies footprint;
ensures fresh(footprint — old(footprint));

BMK MI'Y. 17
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3aBepLIaeMOoCTb peKypPCUBHbIX
(OYHKLUUM C AMHAMUY. bpenMomM

= function contains(x : T) : bool
reads this, footprint;

{
head == X ||
(tail '= null && tail.contains(x))

} /

Error: failure to decrease termination measure

Error: insufficient reads clause to invoke function

BMK MI'Y. 18
CeHTa6pb-aekabpb 2012



Llenoyka AMHaMUYeCKnx
(hpeNMOB - aUMKINYHOCTb

oo

this this.next this.next.next

= this.footprint = {this.next,
this.next.next, ... }

= this.next.footprint = { this.next.next,

.
= forall x :: x in footprint && x.next !=
null ==> x.next.footprint < x.footprint

BMK M. 3TO UHBAPMAHTHOE CBOMUCTBO !

CeHTa6pb-aekabpb 2012
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i ITorosas peannsaumns List

= [lo6aBUTb MHBapuaHT Valid

= [106aBUTb None «BCe 3/IEMEHTbI»
(values) ansa cneundukaumm contains

s http://rise4fun.com/Dafny/bbYJu

BMK MI'Y. 20
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i Dynamic frame idiom in Dafny

s class Coo{
ghost var footprint : set <object>;
function Valid () : bool
reads this , footprint ;
{ this in footprint && ... }
constructor Init ()
modifies this ;
ensures Valid() && fresh( footprint - {this} ) ;
{

}
method Mutate ()

requires Valid();
modifies footprint;
ensures Valid() && fresh(footprint - old(footprint));

(..}

footprint := { this };

}
BMK MI'Y. 2 1
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